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Internal-External Convolutional Networks for Network Intrusion Detection
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Abstract: Network intrusion detection is an important research topic in the field of network security
which is used to distinguish normal and abnormal network behaviors by analyzing traffic characteristics to
realize intrusion traffic detection. To solve the problems of the complex feature extraction process,and in-
sufficient information extraction in existing intrusion detection models,an intrusion detection model based
on internal and external convolutional networks is proposed. Firstly, an one-dimensional convolutional
neural network is used to extract the internal features of the traffic data. Then, an undirected homogene-
ous graph is obtained by calculating the similarity of the internal features. In addition the communication
behavior of the traffic on the external network side is modeled as a directed heterogeneous graph, and
graph convolutional network is used to learn embedding containing multiple interactive behaviors of net-
work traffic from two graghs. Finally, the learned flow embedding is input into the classifier for final clas-
sification. Experimental results show that compared with existing methods, the detection accuracy and
false alarm rate of the proposed model are better than those of the compared models.
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I ZANHEBE OAFAE , SEBL T B AR AR Lotfol-
lahi 251 il I HE 2 [ Y 5 2% ( SAE, stack auto-en-
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3.1 HE&E

SR 1998 4 3¢ [ [ i 8 g A AF 5 14300 Jey
B 4" ( DARPA199S , defense advanced research
projects agency 1998 data) Fll 2012 445 B % 4 5l
Hhs B d £E 1% (1SCX2012, the information security
centre of excellence 2012 data) , ‘B {189 & A 4545 Fl
Ui B AU 22 AR, A B T PP A AT 11438 3k

DARPA1998 K4 v, Uitk 1) I B A 435 1E 4 AL
11 Al DoS Bty v H I if5 . e #2 FH 7 ( R2L, remote to
login ) iy (HEAL(U2R , user to root ) W iti 4 PRI
. B BRI N ] B R 23 B SN R A AN A
1R,

*1 $EFH DARPA199S #iEEE

IR ML
ke
Hoiw A/ % B B/ %

IEH i 849 991 34.45 459 547 41.79
DoS Wi 1561 231 63.29 591 619 53.79
iy 1 Bk 48 984 1.99 40317 3.67
R2L Witi 6 494 0.26 8041 0.73
U2R Mgty 229 0.01 207 0. 02

Bt 2 466 929 100.00 1099 731 100. 00

FHEL T DARPA1998 %44, 1SCX2012 ¥ 46
A U A o LU, 200 2. 8% . RS B AE
TEH &2 F 2% 71 8k f# ( BFSSH, brute force secure
shell) i 18 38 T i | 8 SCA A% i bl AR 48 il 55
( HttpDoS, hyper text transfer protocol denial of

service ) B il5 143 7 2 HE 45 IR 55 ( DDoS, distributed
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denial of service) I il; 4 FE R a. FieE—E L
FEBARE 73 BRI ZREE g | nsk 2 Fiw.
x2 HEIEHISCX2012 HEE

VERS WA
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Ko Aot/ % o Hor /%

TEH it 890 726 97.27 593 811 97.27
BFSSH I 7 4179 0. 46 2785 0. 46
BEYE 6027 0. 66 4017 0. 66
HitpDoS ¥ 2090 0.23 1392 0.23
DDos Y7 12673 1.38 8 448 1.38
it 915 695 100. 00 610 453 100. 00

3.2 BN ISR
R T VAR A RO, R AR X LA A
T3 F 1a] 5 HL ( SVM, support vector machine ) %) #&
i FT Z 2 EAIHL ( MLP, multilayer perceptron) [
BEAY FET 1D-CNN AL 8 FIH T 43 2 B 28 FEAE 1)
A1z K ] 2 5t ( HAST, hierarchical spatial-temporal
features-based intrusion detection system ) £ 71 | 455 71
ZROPNSIOCHR (4], SCER[ 1921 ] EAT . ¥
MR bR L T AR A I S E A 4 TR, BRI
Hi°% ( ACC, accuracy ) . 1E & ¥t 7 K2 U % ( NDR, nor-
mal detection rate) . I o ¥ £ 4 M 2% ( ADR, attack
detection rate) FliR R (FAR, false alarm rate) , 5&
SCa3 2k
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3.4 ZIEHH
3.4.1 PEReXfLE

S B UEAR TR A RO AE 2 AR R B 4 L it
T T35, I Bl I 2R 519 20% ,40% ,60% FI
80% MIFAEHATINZ. LIS EIT 3.3 WL
e g5 AT R E , IR GON [ BURZH0h 2, ik
A AERE R 64,15 712 B RIEUZ R/ K 64, 7%

SEARRURE R 0. 8, B EE S IR B il 0.5, 2% 2T &
0.001. SZEEERNE 3 Mk 4 R, Frg iy 1EC-
Net R 7E AN 6] i F 4 H, ACC, NDR, ADR F1 FAR
RAR 2 R RO T4 HE AR Y | X e B T or 2 A5 A
M. TECNet A5 RAT 250 (8 CNN 46 B i
() NFRRFAE , IR ] GON $REUR & 25 14T A A
B AT AR T R SRR

R3 FFREAMEMZZE DARPA19IS HiEE _ERyHEEERT L %
o YIZr4E 20% T4k YIGr5E 40% T4 IZhdE 60% T4 k4 80% T4
ACC NDR ADR FAR ACC NDR ADR FAR ACC NDR ADR FAR ACC NDR ADR FAR
SVM  76.10 73.20 75.40 0.20 78.90 75.30 78.60 0.15 81.30 76.70 80.40 0.09 84.80 80.10 82.30 0.08
MLP 94.10 94.90 90.10 0.54 95.10 96.30 93.20 0.50 97.10 97.40 95.60 0.30 97.90 98.70 96.30 0.30
ID-CNN 95.10 94.30 91.36 0.18 96.30 96.39 93.90 0.12 98.12 97.45 96.00 0.09 98.90 98.90 97.43 0.07
HAST 96.70 95.20 93.25 0.13 98.30 97.10 95.14 0.10 99.69 99.10 97.78 0.07 99.70 99.30 98.20 0.07
IECNet 97.31 96.10 95.00 0.10 98.30 98.20 97.10 0.06 99.70 99.70 98.60 0.04 99.67 99.75 99.10 0.03
R4 FrRERMNEMRRE ISCX2012 #iEE FHIMEAEXT L %
o YL 20% T4 R4 40% F4£ IZRdE 60% F4E YIZr4E 80% T4
ACC NDR ADR FAR ACC NDR ADR FAR ACC NDR ADR FAR ACC NDR ADR FAR
SVM  96.40 96.10 66.70 0.10 98.30 98.50 67.30 0.05 99.50 99.90 68.20 0.03 99.60 99.80 70.10 0.02
MLP 95.60 94.20 96.80 2.60 97.80 96.30 98.20 2.40 99.00 97.70 99.70 2.20 99.50 98.40 99.80 1.90
ID-CNN 95.87 95.15 96.30 0.09 97.93 96.79 96.81 0.07 98.20 98.84 97.30 0.04 98.90 98.35 97.90 0.0l
HAST 97.80 96.70 94.20 0.08 98.90 98.80 95.29 0.04 99.89 99.97 96.96 0.02 99.91 99.90 97.10 0.02
IECNet 98.00 98.32 97.21 0.05 98.90 99.00 98.30 0.03 99.90 99.97 99.83 0.02 99.90 99.92 99.70 0.01
3.4.2 FEMFSEE 4 LEHIE
Za R 1A

ARATIETF 3. 401 5 S EUR IR I 25
FI R 1] 1 #E B S5, 45 e 5 FoR. i T
1, 7F DARPA1998 %it#i5 4 I TECNet 15554 [ 11| 25 1
WA i 18] 43 5] & 46.5 min (2790 s) 1 2.9 min
(174 s) , A HLFERS Fc /D 1) 1D-CNN AL IECNet 5
RUZERG ANV S5 i 18] A K st (] i AR A T, 523K
T AR RE, X VE R B T TR T R
L&

R 5 FTIE#EEI7E DARPA199S $E 5% FHIFERT SR8

BRI i

min
it pl[ERINES I
SVM 124 18
MLP 1083 3
1D-CNN 39 1.2
HAST 43 1.3
IECNet 46.5 2.9

P T — B IE T IECNet [ A f2AG A 760 Y 1),
figp e 1) 245 A ARG DN P TR 5. T i R R 1 3 7 07
o AR R R 28544, JF-fifi ] CNN R GCN Jfi 3 I 1 %
Tt PR TE R R 28 M7 R {5 L, SC B0 T R AL e
AOBETE. LG4SR I T A B A ek IRt T
Xof FUARAY. H A7 7 (1 ] 50 B R B R 40 28 o g o
o, (H R TF A 28 35, TR ARG I s 4 ) e
KRN 2Ry 5t et — ool ki 2ok
K RIFFE 7 1),
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