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An Information System Risk Assessment Method Based on
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Abstract; Traditional information system risk assessment methods do not consider the state change of
nodes and the direction of risk propagation, and the accuracy of the evaluation results is affected by the
subjectivity of experts. To solve these problems, an information system risk assessment method based on
risk propagation is proposed. First, the initial state transition probability matrix of the node is deter-
mined, and the node state transition probability is obtained by modifying the matrix according to the at-
tack attributes. Then, the propagation probability of nodes in all directions is calculated based on the to-
pology network and node attribute value. Next, the three-parameter interval number method is used to ob-
tain the quantitative value of node threat events. Finally, the risk value of each node is calculated accord-
ing to the risk assessment method. Experimental results show that the proposed methodis more objective
and reasonable, and it improves the integrity and accuracy of the risk assessment of information systems.
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