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Abstract; In the profiled scenario, the common method of reverse analysis is the template attack based
on multi-Gaussian distribution. The article applies the concept of deep learning to the field of reverse a-
nalysis for the first time under the same conditions, and proposes an S-box reverse analysis algorithm
based on deep learning. By selecting the deep learning algorithm, loss function and label design method
suitable for side channel reverse analysis, an S-box reverse recovery experiment is conducted for SM4-like
algorithm. It is shown that it is feasible to employ deep learning method to carry out S-box reverse analy-
sis, which can have better performance comparing to template attack under certain circumstances. Moreo-
ver, the predicting effect of multi-layer perception algorithm surpasses that of convolutional neural net-
work algorithm.
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