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Supporting Interest Flooding Attack Detection
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Abstract: In order to solve the problems of efficient variable-length name lookup, hardware-supportable
storage consumption, and detection of interest flooding attack in the pending interest table ( PIT) of
named data networking, an cognition and indexing model (C&I) based on character convolutional neural
network is proposed. C&I can support the classification and aggregation of name data, and reduce the
storage consumption of name data. At the same time, a pending interest table storage structure C&I-PIT
based on C&I and its data retrieval algorithm, which supports the detection of interest flooding attack, is
proposed. Through the deployment of multi-level memory, the index structure and storage space are re-
spectively deployed on static random access memory and dynamic random access memory. Experiments
show that C&I-PIT has good performance in name aggregation, memory consumption and interest flooding
attack detection.
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C&I-PIT 1, C&I A TH FE 7 AP 4 ) 4% R 5
454 ¢ Bitmap PR A3, b ph 22 N 24 % g | 1L
A1 1 4> Char-CNN, (A1 1 000 4~ BPNN, ,, 3%k
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J& C&I-PIT At i i 1 HRe oK.

£3 C&I-PIT &MtEHRE

SR C&I-PIT/ Binary Patricia CityHash256-
1084~ (MP-s~')  Trie-PIT/(MP-s~") PIT/(MP-s~")
0.5 1.40 6. 81 0.013
1.0 1.42 6. 60 0.013

‘
£
4 % 3E Ta

5% iy 44 5 IO R A5 B e 2R 5 1 4 R L
PIT 454 B i1, 2 T3 T EF BB LM% 1
C&I R 55K il C&I-PIT 5%, H HAT KA 1) L5
RO AR TAER#E— D6 C&I-PIT #3376 3 PR
SN SRRl LI RS M7 7 AT SN | Y W OR Sl VS
FEAHEE P I P AR, [, AR 4 S B 1 fig 1) 2 30
PHHE AR S OS54 | 2058 LS B 28 7 2.

SEH:

(1] E&, 5, skm b, 55 Bl MK ZARAR

(1], destip s R =255, 2017, 40(6) : 1-13.
Wang Ying, Fei Zixuan, Zhang Xiangyang, et al. Survey
on caching technology in mobile edge networks[ J]. Jour-
nal of Beijing University of Posts and Telecommunica-
tions, 2017, 40(6) ; 1-13.

[2] ™, B3R, < HIRM + 7 B QI N it A J b A
Brla]. BHEZH T, 2020, 28(2) : 24,

Yan Kun, Zhao Yan. Analysis of the development trend
of ToT terminals in the “Internet +” era[ J]. Technology
and Economic Guide, 2020, 28(2) : 24.

[3] Zhang L, Estrin D, Burke J, et al. Named data networ-
king ( NDN) project NDN-0001 [ EB/OL]. Palo Alto:
Xerox Palo Alto Research Center, 2010-10-31 [ 2020-08-
20]. http: // named-data. net/.

[4] Huang Kun, Wang Zhaohua. A hybrid approach to scala-
ble name prefix lookup[ C ] //2018 IEEE/ACM 26th In-



#2 M 2

W82 . SRRz BT A I 4 i 4% BCd ) PIT 67

(5]

(6]

[7]

(8]

ternational Symposium on Quality of Service (IWQoS).
Banff: IEEE, 2018 1-10.

Li Zhuo, Liu Kaihua, Zhao Yang, et al. MaPIT: an en-
hanced pending interest table for NDN with mapping
bloom filter [ J]. IEEE Communications Letters, 2014,
18(11): 1915-1918.

Yan Liu, Li Zhuo, Liu Kaihua. Learning tree; neural
network-based index for NDN forwarding plane [ C ] //
ACM SIGCOMM 2019 Conference Posters and Demos.
Beijing: ACM, 2019 63-65.

Gasti P, Tsudik G, Uzun E, et al. DoS and DDoS in
named data networking [ C] // 2013 22nd International
Conference on Computer Communication and Networks
(ICCCN). Nassau: IEEE, 2013 1-7.

Wang Kai, Bao Wei, Wang Yingjie, et al. Evaluating
and mitigating malicious data aggregates in named data

networking[ J ]. KSII Transactions on Internet and Infor-

[9]

[10]

[11]

[12]

mation Systems, 2017, 11(9) . 4641-4657.
Shinohara R, Kamimoto T, Sato K, et al. Cache control
method mitigating packet concentration of router caused
by interest flooding attack [ C ] // 2016 TEEE Trustcom/
BigDataSE/ISPA. Tianjin: IEEE, 2016, 324-331.
Yi C, Afanasyev A, Wang L, et al. Adaptive forwarding
in named data networking[ J]. ACM SIGCOMM Com-
puter Communication Review, 2012, 42(3) . 62-67.
Zhang X, Zhao J, LeCun Y. Character-level convolu-
tional networks for text classification[ C] // Advances in

Neural Information Processsing Systems. Montreal

NIPS, 2015 649-657.

Song Tian, Yuan H, Crowley P, et al. Scalable name-
based packet forwarding: from millions to billions [ C] //
2nd International Conference on Information-Centric Net-

working. San Francisco; ACM, 2015 19.



