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A Heavy Hitter Detection Mechanism in Software Defined Networks
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Abstract; SampleFlow, a heavy hitter detection mechanism in software defined networks, is proposed to
solve the problems of low detection accuracy and high measurement cost. By combining the technical ad-
vantage of sFlow and OpenFlow, SampleFlow firstly detects a set of suspicious heavy hitters by using the
coarse-grained sFlow sampling method, and then installs measurement flow entries on specific OpenFlow
switches to perform a fine-grained measurement on these suspicious heavy hitters, so as to determine the
true heavy hitters. Besides, SampleFlow also uses a sampling position optimization method to decrease
the sampling redundancy. Experiment results show that SampleFlow can decrease the measurement cost,
and increase the heavy hitter detection accuracy effectively.
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while (true)
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2
3
4
5
6 node = get_{first( queue) ;
7
8
9

break ;
end if

10 k=node. k +1;
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15 continue ; /B
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18 end if
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20 queue. add (node) ;
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22 end while
23 return W
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