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Abstract: For problem of single hopping strategy in active cyber defense of end hopping, the multiple
and heterogeneous hopping patterns are introduced into the end hopping system, the definition of end in-
formation is expanded, and the self-adaptive adjustment scheme of the end hopping is given. Further, an
adaptive model of end hopping based on deep belief network is proposed, and the process of data collec-
tion, feature extraction and state prediction are formalized. The state feature index of end hopping net-
work is defined and the characteristic data set is established. The Markov chain is used to predict the
state of network in the next cycle. The heterogeneous hopping mode is selected according to the prediction
results. Thus, the adaptive change of the end hopping mode is realized. Experiments show that the net-
work state recognition and prediction of the model all have high accuracy, and the heterogeneous hopping
strategy can effectively resist different types of attacks, which illustrates the validity and security of the
end hopping adaptive model.
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