2018 4F 12 H B[ R = 2= < Dec. 2018
A4 B o Journal of Beijing University of Posts and Telecommunications Vol. 41 No.6

XEHS:1007-5321(2018)06-0097-06 DOI:10. 13190/j. jbupt. 2018-046

ET DTW X MBI B RRFARIF T R

X &, KITFKX, £ &, x{F, & &

(TR TR 2% HHRMBL S 5H RSB, W £E4E 454003)

FEE . AEXTHLEEERE T M T AR S 80O ARG B EE A AR 4R 1 T — ST 30 A8 BT[] 5 4% ( DTW ) 2846
A PR AR 48, B B T8 19 IR S5 (LBS) R iy FH P BARE# B 1y HEA T Ve 44 AL AL 3, Rl DTW 55
PRI 8 T i 3 38 5 T A 38 E — 2 () ) A A LR AR DL, DA ik R e DR {1 20320 ) 3o 25 2 A QL S
JURER LBS BR55 , T SEEU A ) S 5407 8 B AR Y. Gead % R4 HT, B2 7 R0 I B 44 M AR AT O s
PRSI REE T HRERE AT 57 W MOl AT 2L 20 A) IR 55 B B ey, (7 B CUR 25 SR U, BT 1B 408 18 25 0300 0 AR (L A
G RTE =

% 8 R BTAENRS; shASRE TR, Pulay; 328

FE 525 TP309 XREKPRERD: A

Trajectory Privacy Protection Scheme Based on DTW Exchange Query

SONG Cheng, ZHANG Ya-dong, WANG Lei, LIU Zhi-zhong, CHAO Hao

(College of Computer Science and Technology, Henan Polytechnic University, Henan Jiaozuo 454003, China)

Abstract: In order to solve the problem of personal privacy information disclosure caused by aggressive
reasoning of the trajectory data, based on dynamic time warping ( DTW) exchange query, a trajectory
privacy protection scheme is proposed. Through anonymizing the identities of user and candidates who re-
quest location-based service (LBS), and calculating the trajectory similarity between all candidates and
the initiator within acertain period of time by using the DTW algorithm, then choosing the candidate with
the optimal trajectory similarity to replace real user in requesting LBS, the real user privacy information
about identity and location is effectively protected. Security analyses prove that this scheme not only satis-
fies the security characteristics such as privacy, anonymity, and unforgeability, but also can resist query
service tracking attack. Simulation experiments show that the optimal trajectory similarity is significantly
improved.
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