2018 4E 4 A B[ R = 2= < Apr. 2018
A B2 Journal of Beijing University of Posts and Telecommunications Vol. 41 No.2

XEHS:1007-5321(2018)02-0050-06 DOI:10. 13190/j. jbupt. 2017-192

—METEMUNXGREXLIAT X

FEW, AR, F OB, KA

(1N HHAALEBE, 1R 6100655 2. DU [ 44 2 [H] 2 AT 5EBE , JRHR 610065 )

FEE . 5% TR B LA B A0 B2 R TR 45 5 | R A Pk RE T B B WO VR oy R IR, 4R MR T — Rl B F i 4k
1) 25 A HE S IAEZE——HyperAV , HyperAV BEAEAEHCANME BETT 85 (017 50 T X s BUML SO E AT 25 58, T 4R A DX 20
U Il AR B AL 32T SR IR BIMLIE 1T B P 9 B X SE 5 B, Hyper AV A4k T SCHHR B M =X, % i
PHLAFES RS T W F MR, HyperAV SEI T ¥ il — A 55 AH B4 B 00 BTG S AE AL, R 3 I B8 vl L3 A
L AR Mg 57, TT3RE G0 T 990 B 2 A9 T 0 W0, e 17 BRUR M (R KR D LIZ AT 842 10 IRl AL 7235 T I 0 i 11
HUBRUEL & T Se TR R S8, SEH4 BRI HyperAV BEASTE M SN LEUE S 20T 44 9IS 00 F e LS 142
BER B fE

X # W oitR; B BEL R

FESEE: TP316 MERFRAERS . A

A Method to Implement File Antivirus Based on Virtualization
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Abstract; To solve the performance overhead and resource consumption brought by an antivirus software
when performing operations of virus scanning and virus database updating, an antivirus framework named
HyperAV based on virtualization was proposed. HyperAV was able to provide antivirus capability for vir-
tual machine files with low performance overhead, a mechanism of access control and isolation at the
granularity of sector level was also provided. The process of virus scanning was optimized by monitoring
the sector change information of a running virtual machine, which had a significant acceleration effect to
the virus scanning process of virtual machines. HyperAV was constructed by a front and a rear end with
each used as a controller and an antivirus worker, the data needed by antivirus software was redirected to
server clusters so that duplications of virus database updating could be avoided, and performance overload
brought by antivirus software running inside virtual machines was avoided. A prototype system based on
kernel-based virtual machine virtualization platform was realized, the results showed that HyperAV was
able to provide antivirus capability with low performance overload for virtual machines.
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