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Abstract: There are three common defects in existing location based service (LBS) privacy-preserving
methods ; only considering privacy preservation of the user without caring about data security of LBS serv-
er. The stronger a privacy-preserving method is, the less practical it is. Privacy-preserving methods are
usually proposed based on the Euclidean space without considering actual factors in road network, and
the query accuracy declines consequently. To solve the above problems, an LBS privacy-preserving
scheme was proposed based on oblivious transfer with special distribution information for points of interest
in road network. This scheme ensures data security of LBS server while preserving the user’s location pri-
vacy and query content privacy, at the same time, it is applicable for continuous query in road network
and guarantees the query efficiency and accuracy. Performance analysis and extensive experiments show
that this scheme ensures strong security and works efficiently.
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