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An Automated Analysis Method for Large-Scale Embedded Device Firmware
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Abstract: An automated analysis method for large-scale embedded firmware was designed to get device
information, such as file system type, operating system type, or CPU instruction set. But it was difficult
to know whether it was decoded successfully during automated firmware analysis. To solve this problem, a
firmware decoding status detection method was proposed based on classification and regression tree algo-
rithm. The dataset contained 6 160 firmware samples and 1 823 disassembled binary files that were col-
lected from firmware decoding. The experiments conducted on the dataset demonstrated that the proposed
method had a considerable performance comparing with other classifiers, whose precision and recall rate
are both above 96% .
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1 Begin
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4 for each_block in block do
5 count = len(each_block) % Giit4- &=
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7 ifp ==0do
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8 Hi =0

9 else

10 Hi = -p = log2(p)
11 End if

12 Hx = Hx + Hi

13 End for

14 return Hx % & [0 % i 5 511 {5 B Hx
15 End
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