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Generating Dummies Based on Gravity Model for User’s Trajectory Privacy
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Abstract; The real-time location privacy preserving is a hotspot in continuous Location-Based Services
(LBSs). A client-based dummy trajectory generation method is proposed. Based on the spatial grid parti-
tion, the history data in each cell of this grid is analyzed. Using the gravity model, a prediction model for
users” movement pattern is built. Combined with the movement pattern model and the history query proba-
bility, the author defines a trajectory entropy to metric the trajectory privacy level. Based on k-anonymity
principle, a limited velocity dummy trajectory generation algorithm with maximum trajectory entropy is
proposed. Experiments from synthesis data and real-world data validate the effectiveness of our proposed
method.
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