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Abstract; In cloud computing, the data and computation migration gives rise to trust problems between
the user and the cloud. Including the hardware platform, the multiple dimensions method was studied, as
well as the user identity and behavior. The electronic identity (elD)-based virtual machine trusted attes-
tation system in infrastructure-as-a-service (laaS) cloud was designed. The hardware platform was used
for trust third party architecture. The citizen’s network elD was used as users’ unique authoritative identi-
ty. The credit records were also applied to evaluate the user’ s behaviors. Four steps were adopted to
solve the trust problem between two sides, including trusted attestation of the user identification and trus-
ted attestation of the virtual machine. Experiment analysis shows that this system can defend common at-
tacks, it is more safety, and the time complexity is within acceptable limitations.
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